CREDIT                    


UNION         ACH Compliance Audit Worksheets for 2010

CREDIT UNION NAME: ______________________________________________

CREDIT UNION CONTACT(S): ________________________________________

AUDITOR’S NAME: _________________________________________________

DATE(S) AUDIT WORK CONDUCTED: _________________________________

The NACHA Rules provides Participating Depository Financial Institutions (DFIs) with the highlights of the most critical components of an audit of compliance with these rules.  The requirements relate solely to compliance with these rules, and do not address other audit considerations of a credit union’s ACH policies, procedures, or regulatory compliance.  A credit union may wish to audit other aspects of its ACH operations in conjunction with this compliance audit.
General Audit Requirements

Each Participating DFI, and any third-party service provider that provides ACH services to the DFI, shall, in accordance with standard auditing procedures, conduct an internal or external audit of compliance with provisions of the ACH rules in accordance with the requirements of the NACHA Rules.  These audit provisions do not prescribe a specific methodology to be used for the completion of an audit but identify key rule provisions that should be examined during the audit process. An annual audit shall be conducted under these Rule Compliance Audit Requirements no later than December 1 of each year.  This audit shall be performed under the direction of the audit committee, audit manager, senior level officer, or independent (external) examiner or auditor of the Participating DFI or third-party service provider. The Participating DFI must retain proof that they have completed an audit of compliance in accordance with these rules.  Documentation supporting the completion of an audit must be (1) retained for a period of six years from the date of the audit, and (2) provided to NACHA upon request.   

Audit Requirements for All Participating DFIs

All Participating DFIs and their third-party service providers shall conduct the following audit of ACH operations.  These audit specifications apply generally to all Participating DFIs, regardless of a Participating DFI’s status as an Originating Depository Financial Institution (ODFI) or a Receiving Depository Financial Institution (RDFI).   

Audit Requirements for All Participating DFIs

(A) Verify that records of entries, including return and adjustment entries, transmitted from or to an ACH Operator are retained for six years from the date the entry was transmitted.  Verify that a printout or reproduction of the information relating to the entry can be provided to the Participating DFI’s customer or any other Participating DFI or ACH Operator that originated, transmitted, or received the entry.

SUGGESTED AUDIT PROCEDURES:

Question staff on procedures for retaining all ACH records for the past six years.

_________________________________________________________________

_________________________________________________________________

_________________________________________________________________

Review past records for complete data on all received and returned entries.  Determine if all the various fields from the ACH files are reflected on the reports, including return and NOC codes on exception handling reports.  Retain paper copies of the reports reviewed.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

_________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Audit Requirements for All Participating DFIs

(B)  When electronic records are used, verify that such records (1) accurately reflect the information contained within the record, and (2) are capable of being accurately reproduced for later reference, whether by transmission, printing, or otherwise.

SUGGESTED AUDIT PROCEDURES:

Question staff to determine if all retained records are kept solely in a paper format, or if electronic storage or retention of records is utilized.

_________________________________________________________________

_________________________________________________________________

_________________________________________________________________ 

If electronic records are used, compare the sample paper reports retained from audit provision (1) above to the corresponding electronic records, and determine if all data is accurately retained in the electronic storage system.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

If electronic records are used, print and retain the records reviewed along with any original paper copies of these corresponding records. Compare to the original copies and retain sample documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Audit Requirements for All Participating DFIs

(C)  Verify that the Participating DFI completed an audit of its compliance with the rules in accordance with the rules for the previous year.  Verify that the Participating DFI has addressed all issues raised during the previous audit.

SUGGESTED AUDIT PROCEDURES:

Review past year(s) audit report to verify completion and timeliness, and retain documentation showing results of past audits.

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Note exceptions from past year(s) and inquire about follow-up work by staff.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Inquire about any third-party ACH service providers (such as DP vendors, Corporate Credit Unions, or payroll processors, etc), and review and retain any documentation concerning the audits completed by these providers.

___________________________________________________________________________________________________________________________________________________________________________________________________

_________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Audit Requirements for All Participating DFIs

(D)
Verify that required encryption is used for banking information transmitted via an Unsecured Electronic Network.

SUGGESTED AUDIT PROCEDURES:

Question staff to determine the type and method of data transmission system or software that is used to send and receive any ACH data to/from a consumer or business member, an ACH Operator or a Third-Party Service Provider.  (Information delivered via telephone line, such as a leased line, or dialed into a financial institution’s modem pool, is not subject to this requirement unless the telephone is used to access the Internet)

___________________________________________________________________________________________________________________________________________________________________________________________________ 

If any such data is transmitted via an Unsecured Electronic Network (such as the Internet), collect and retain documentation on the encryption technology utilized.  Verify that this technology equals or exceeds the 128-bit encryption standard.

___________________________________________________________________________________________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Audit Requirements for All Participating DFIs

(E)
Verify that the Participating DFI has reported and paid to the National Association (NACHA) all annual fees and per-entry fees for each commercial, inter-bank or Federal Government Entry that is transmitted or received by the Participating DFI, including those entries that are not processed through an ACH Operator but are exchanged with another non-affiliated Participating DFI (i.e., direct send entries).

SUGGESTED AUDIT PROCEDURES:

Question staff to determine if any ACH entries are sent or received directly to/from another financial institution or third party processor, thereby completely bypassing the normal entry routing via an ACH Operator (Federal Reserve or EPN).  If any such entries exist, review the reporting of these entries on NACHA’s Form N-7.  (Entries sent/received via a Corporate Credit Union or other correspondent financial institution would normally be routed eventually via an ACH Operator, and therefore are not required to be reported as a direct send entry.)
____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________ 

Review periodic billing statements from the ACH Operators (Federal Reserve or EPN) for listings of the required ACH Network Administration Fees.  These fees would normally be listed as “NACHA Admin Network Fee/Entry” and “NACHA Admin Network Fee/Month”.  (The current fee schedule includes per-entry fees of approximately $0.00013 per entry, and monthly fees of $8 per month)
___________________________________________________________________________________________________________________________________________________________________________________________________

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Audit Requirements for Receiving Depository Financial Institutions

In addition to the audit procedures for all Participating DFIs, all RDFIs shall conduct an audit of the following relating to the receipt of ACH entries:   

Requirements Related to Receiving ACH Entries

(A)  Verification that prenotifications received are for valid accounts, and that when a prenotification is not processable or is erroneous, the prenotification is rejected on a timely basis through the use of Return entry procedures or that changes are requested through the Notification of Change procedure.

SUGGESTED AUDIT PROCEDURES:

Determine what type of report is produced on prenotification entries, and whether 

these entries are automatically validated by the DP system or manually validated

by staff.  Retain sample report.

_________________________________________________________________

_________________________________________________________________

_________________________________________________________________ 

Find a sample of rejected prenotification entries, and trace them to the

corresponding records showing the appropriate Return or Notification of Change entry.   Determine if these entries are submitted within two banking days following the settlement date of the prenotification entry.  Determine if the correct Return or Notification of Change codes are being used. Retain sample documentation on these entries.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Attempt to find a Death Notification Entry (Standard Entry Class code of DNE with a prenotification entry transaction code) among the prenotifications reviewed, and determine if the DNE was handled appropriately.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Receiving ACH Entries

(B)
Verify that, if the RDFI chooses to initiate Notifications of Change, such entries are transmitted within two banking days of the settlement date of the entry to which the NOC relates, with the exception of the NOCs due to merger, acquisition, or other similar events.
SUGGESTED AUDIT PROCEDURES:

Question staff about procedures used for handling incorrect account number or incorrect transaction code information on incoming entries in which the correct account can be determined using other information in the entry.

___________________________________________________________________________________________________________________________________________________________________________________________________

Review a sample of items from exception reports in which NOC entries have been initiated, and verify the timeliness and correctness of the NOC entry.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

If NOC entries are not used, review with staff the other options for handling these problems including internal DP system account cross-referencing, contacting members to correct the entry, and direct contact with the ODFI to make corrections.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(C)  Verify that, subject to the RDFI’s right of return, all types of ACH entries and prenotifications are accepted.  Verify that the RDFI handles XCK entries and entries to non-transaction accounts appropriately.
SUGGESTED AUDIT PROCEDURES:

Question staff about any policies or procedures that prevent the posting of any particular type of entry to member accounts.  Credit unions are not required to post XCK – Destroyed Check Entries, or entries to non-transaction accounts (as defined in Regulation D).
___________________________________________________________________________________________________________________________________________________________________________________________________

If the Credit Union has a policy to return certain entries to non-transaction accounts due to Regulation D transaction limits, verify that the policy is being followed and the correct Return Reason Code (R20) is used.  Retain documentation on any such returns.

___________________________________________________________________________________________________________________________________________________________________________________________________

Review exception reports to determine if all returns have been submitted for valid reasons (Insufficient Funds, Closed Account, No Account, etc).  Research any unusual or infrequent return codes used, and verify their correct usage.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(D)  Verify that funds from ACH credit entries are made available to the Receiver for withdrawal on settlement date.  In the case of PPD credit entries made available to the RDFI by 5 PM local time on the banking day prior to the settlement date, ensure that funds are made available to the Receiver for withdrawal no later than the opening of business on the settlement date.  Verify that debit entries are not posted prior to the settlement date.

SUGGESTED AUDIT PROCEDURES:

Question staff about when incoming transaction files are received and posted, and what procedures are in place to verify deposits when postings are delayed.

___________________________________________________________________________________________________________________________________________________________________________________________________

Select a sample of incoming transactions and compare their settlement dates to the posting dates on the corresponding member statements.  Attempt to find some transactions in which the effective entry date is different than the settlement date to verify that the DP system is using the correct date for posting purposes.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Select a sample of transaction posting reports and verify that PPD credit entry postings occur before the opening of business each day.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(E) Verify that the RDFI sends or makes available as part of the account statement the minimum descriptive information concerning each credit or debit entry consistent with the requirements of Appendix Four (Minimum Description Standards) including the contents of the Check Serial Number (for ARC, BOC, POP, and RCK entries), and Terminal City and State (for POP and POS entries) fields when applicable.

SUGGESTED AUDIT PROCEDURES:

Select a sample of incoming transactions (including PPD, POP, BOC, POS, RCK, and ARC entries) and verify that the Company Name, Company Entry Description, Terminal City and State, and Check Serial Number information is reflected on the corresponding member statements where applicable.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Select a sample of incoming transactions with savings account transaction codes, and verify that monthly savings account statements are produced for those members with the required Company information included. Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Select a sample of incoming transactions with addenda records (most common on CCD, POS, and PPD credits from Social Security) and verify that this addenda information is reflected on member statements.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(F) For all entries except RCK, verify that returned entries are made available to the ODFI no later than the opening of business on the second banking day following the settlement date of the original entry.  Verify that dishonored, contested dishonored, and corrected returns are initiated in a timely manner.  Verify that the RDFI utilizes Return Reason codes that accurately describe the reason for the return.
SUGGESTED AUDIT PROCEDURES:

Question staff about policies and procedures for handling returned entries including deadlines for submitting returns.

___________________________________________________________________________________________________________________________________________________________________________________________________

Review a sample of returned entries and the corresponding documentation showing submission dates to verify the timeliness of the returns and the use of the proper Return Reason code.  Compare daily return item totals to settlement entries on Corporate CU account (or whatever account is used for ACH settlement purposes).  Retain documentation.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Question staff about any dishonored returns and attempt to find any dishonored returns on incoming transaction reports.  Track any such entries for appropriate handling and retain documentation.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Review returned entry records for any contested dishonored returns or corrected returns.  If any such entries are present, verify the correct handling including return codes and the timeliness of submission.  Retain documentation.                                                                                               
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Receiving ACH Entries

(G)  Verify that the return of an RCK entry is transmitted to the RDFI’s ACH Operator by midnight of the second banking day following the banking day of receipt of the presentment notice.

SUGGESTED AUDIT PROCEDURES:

Question staff to determine if any return entry procedures or deadlines are different for represented check entries than for other entries (reviewed in the preceding audit provision F).

___________________________________________________________________________________________________________________________________________________________________________________________________ 

If the return procedures differ for the RCK entries, verify the timeliness and correctness of these returns using the return entry and settlement reports corresponding to the returns.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(H)  Verify that a return for any credit entry returned to the RDFI by the Receiver is transmitted to the RDFI’s ACH Operator by midnight of the banking day following the banking day of RDFI’s receipt of the entry from the Receiver.  Also verify that the RDFI returns all credit entries that are not credited or otherwise made available to its Receivers’ accounts by midnight of the banking day following settlement date.  
SUGGESTED AUDIT PROCEDURES:

Question staff to determine if any return entry procedures or deadlines are different for credit entries than for debit entries, including credit entries returned by Receivers (members) back to the Credit Union.

___________________________________________________________________________________________________________________________________________________________________________________________________ 

Review exception reports for unposted credit entries, and return entry reports for returned credit entries.  Verify that entries have been returned in a timely manner and with the proper Return Reason code.  Retain documentation.
___________________________________________________________________________________________________________________________________________________________________________________________________

Review procedures with staff regarding the return of Federal government benefit payments after the death of the beneficiary or representative payee.  Retain documentation of the returned entries and the Return Reason codes used. (Proper procedures are in the Reclamation section of the Treasury’s Green Book website. 
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(I)  Verify that, when the RDFI has agreed to do so, it has returned or adjusted an entry in response to an ODFI’s request for return or adjustment of an erroneous entry initiated by the ODFI.   

SUGGESTED AUDIT PROCEDURES:

Question staff to determine if the Credit Union had received any requests for return of erroneous entries from ODFIs.  Retain documentation of any such requests.  Normally, these requests are received via a written letter indemnifying the Credit Union against all liabilities for complying with the ODFI’s request. 

___________________________________________________________________________________________________________________________________________________________________________________________________ 

Review return entry reports for ODFI request returns – Return Reason Code R 06.    Match returns to written ODFI requests, and corresponding adjustment entries to member accounts. Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(J) Verify that the RDFI has acted on stop payment orders placed with the RDFI in a timely manner. Verify that Return Reason Code R08 stop payment returns are made available to the ODFI no later than the second banking day following the settlement date of the original entry, and Return Reason Codes R38 and R52 are made available to the ODFI no later than the sixtieth calendar day following the settlement date of the original entry.
SUGGESTED AUDIT PROCEDURES:

Review return entry records for any stop payment returns, and question staff on procedures and forms used for such returns.  Stop payment forms – not written statement or affidavit forms – should have been completed for all stop payments.
___________________________________________________________________________________________________________________________________________________________________________________________________

Verify the timeliness and correctness of these returns by comparing the settlement date of the original entries with the settlement date of the return from the return entry or settlement reports.  These stop payment returns should contain return reason codes R08 - submitted within one day from original settlement: or R52 (RCK) or R38 (ARC or BOC), - submitted within 60 days from settlement of the original entry.  Retain documentation on the returns.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(K)
Verify that written statements under penalty of perjury are obtained from consumers for all returns bearing Return Reason Codes R05, R07, R10, R37, R51, and R53, and that each adjustment entry is received by the RDFI’s ACH Operator by its deposit deadline for the adjustment entry to be made available to the ODFI no later than the opening of business on the banking day following the 60th calendar day following the settlement date of the original entry.  Verify that copies of written statements under penalty of perjury are provided to the ODFI within the required time frame, when such copies are requested, in writing, by the ODFI.

SUGGESTED AUDIT PROCEDURES:

Review return entry records for any returns with return reason codes R05, R07, R10, R37, R51, or R53, and verify that the appropriate written statement under penalty of perjury had been completed and retained.  Retain samples of documentation.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Verify that these returns were submitted within the 60 day deadline by comparing the settlement date of the return with the settlement date of the original entry using return and settlement reports.  Retain sample documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________   

Question staff to determine if any ODFI had requested a copy of a written statement under penalty of perjury for these returns.  Verify that the copy of the written statement under penalty of perjury had been provided to the ODFI within 60 days from their request, and retain any applicable documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Receiving ACH Entries

(L)
Verify that the RDFI has provided the Receiver with proper notice to ensure compliance with UCC Article 4A with respect to ACH transactions.

SUGGESTED AUDIT PROCEDURES:

Review incoming transactions to determine if the credit union receives any entries subject to UCC 4A (“wholesale credit” entries, i.e. ACH credits with Standard Entry Class codes CCD or CTX).

___________________________________________________________________________________________________________________________________________________________________________________________________

If these types of entries are present, verify if the following disclosures (or something similar) have been provided to members in the account agreements or disclosure packets.  Retain copies of the applicable disclosures.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

(1) the entry may be transmitted through the ACH system

(2) the rights and obligations of the Receiver concerning the entry shall be governed by and construed in accordance with the laws of the State of New York unless the Receiver and the RDFI have agreed that the laws of another jurisdiction shall govern their rights and obligations

(3) credit given by the RDFI to the Receiver for the entry is provisional until the RDFI has received final settlement through a Federal Reserve Bank

(4) if the RDFI does not receive such payment for the entry, the RDFI is entitled to a refund from the Receiver in the amount of the credit to the Receiver’s account, and the Originator will not be considered to have paid the amount of the credit entry to the Receiver

(5) the RDFI will not provide the Receiver with notice that the RDFI has received the entry unless the RDFI has agreed to do so

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Receiving ACH Entries

(M)
Verify that, when requested to do so by the Receiver, the RDFI provides all payment-related information transmitted with CCD, CIE, CTX and IAT entries to the Receiver by the opening of business on the second banking day following the settlement date of the entry.

SUGGESTED AUDIT PROCEDURES:

Review incoming transactions to determine if any CCD, CIE, CTX or IAT entries with payment-related information (addenda records) are currently being received by the credit union.  

___________________________________________________________________________________________________________________________________________________________________________________________________

If such entries do exist, question staff to determine if any Receivers of such entries have ever specifically requested the addenda record information.

___________________________________________________________________________________________________________________________________________________________________________________________________ 

If Receivers have made such requests, review records demonstrating how the addenda record information is being provided and verify its’ timeliness. Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Audit Requirements for Originating Depository Financial Institutions

In addition to the audit procedures for all Participating DFIs, all ODFIs shall conduct an audit of the following relating to the receipt of ACH entries:   

Requirements Related to Originating ACH Entries

(A) Verify that agreements have been made with all Originators (corporate or business members) or Third-Party Senders that bind the customer or Third-Party Sender to the ACH rules, and that, within such agreements, the Originator or Third-Party Sender acknowledges that entries may not be initiated that violate the laws of the United States. With respect to IAT entries, verify that agreements contain all necessary provisions.
SUGGESTED AUDIT PROCEDURES:

Question staff to determine if any originations are made on behalf of any corporate or business members, or if any Third-Party Senders are utilized.  Review origination records to verify if the credit union, or any corporate or business members are shown as the Originator of the entries.

___________________________________________________________________________________________________________________________________________________________________________________________________

If there are Originators or Third-Party Senders other than the credit union itself, verify that an agreement has been made with these corporate or business members, or Third-Party Senders, which legally binds them to comply with the ACH Rules.  Retain a copy of the agreement(s).

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Review the ODFI-Originator or ODFI-Third Party Sender agreement(s) to determine if they address the issues recommended in the Operating Guidelines of the ACH Rules, and to determine if they specifically address the ACH application being utilized.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(B) Verification that (if applicable) agreement has been executed with Sending Point originating ACH transactions on the financial institution’s behalf.

SUGGESTED AUDIT PROCEDURES:

Question staff about using a correspondent financial institution (such as their Corporate Credit Union) or any other third party processor (DP Vendor?) to originate ACH files.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Compare internal origination file totals with the corresponding ACH settlement entries on the credit union’s ACH settlement account (mostly likely with their Corporate CU) to determine if any origination through a third party processor is bypassing the credit union.  Any origination activity with the credit union designated as the ODFI would be the responsibility of the credit union even though the file is actually being submitted by a third party processor.  Retain any applicable documentation.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Verify that an agreement has been made with any Sending Point identified above, and that the agreement legally binds the parties to the ACH Rules and establishes security procedures.  Retain documentation.

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(C,D,E) Review internal procedures to determine that exposure limits are established for each corporate Originator or Third-Party Sender, that these procedures provide for the exposure limits to be reviewed periodically, and for entries initiated by these Originators or Third-Party Senders to be monitored relative to the exposure limits across multiple settlement dates.  Also review special procedures to establish identity, establish exposure limits, and monitor exposure limits for any Originator or Third-Party Sender of WEB or IAT entries.

SUGGESTED AUDIT PROCEDURES:

Review procedures for the establishment and periodic review of exposure limits for corporate or business member originators, or Third-Party Senders, and verify that these limits are disclosed in agreements with the originators or Third-Party Senders.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Question staff about procedures for monitoring compliance with the exposure limits, and review records on the handling of exceptions in situations where the limits have been exceeded.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

For originators or Third-Party Senders of WEB or IAT entries, review procedures to ensure that a commercially reasonable method is in place to establish the identity of each originator and to monitor the credit worthiness of each originator on an ongoing basis.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(F) Verify that the ODFI accepts returned entries sent by the RDFI within the established time limits, and informs the Originator of the returned entries in a timely manner.  Verify that dishonored return entries are sent within five banking days after the settlement date of the return entry, and that contested dishonored return entries are accepted as required.  Verify that the ODFI is using appropriate return reason codes.
SUGGESTED AUDIT PROCEDURES:

Review handling procedures and reports of incoming return entries. Verify, if applicable, that the Originator is informed of the return entries. Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

If returned entries are reinitiated, verify that the original entry return reason code allows for reinitiation, such as NSF and Uncollected Funds returns. If returned entries are charged back to the originator or consumer member, verify that the proper accounting entries are made to the originator or member account.
___________________________________________________________________________________________________________________________________________________________________________________________________

Question staff to determine if any dishonored return entries have been sent, or if any contested dishonored returns have been received.  If any such entries are discovered, verify that the correct return reason codes have been used and that entries have been processed within the proper timeframes. Retain documentation.
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(G) Verify that information relating to NOCs and Corrected NOCs is provided to each Originator or Third-Party Sender within two banking days of the settlement date of the NOC or corrected NOC. Verify that refused NOCs are sent within fifteen (15) days of receipt of an NOC or corrected NOC.
SUGGESTED AUDIT PROCEDURES:

Question staff and review procedures for relaying received NOC information to originators or Third-Party Senders within two banking days of the settlement date of the NOC.  Verify that all the NOC information including the addenda record data is provided to the originators or Third-Party Senders along with an explanation of the change codes and required actions.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Review records of incoming Notification of Change entries, and verify that the requested changes have been made within 6 banking days or prior to the initiation of the next entry, whichever is later.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Question staff about sending any refused NOCs, and if applicable, review records to ensure that the refused NOCs are sent in a timely manner.  Retain documentation if applicable.
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(H) With the exception of IAT or CCD entries, CTX credit entries, and XCK debit entries, verify that the ODFI responds to an RDFI’s request for a copy of an authorization within ten banking days at no charge.
SUGGESTED AUDIT PROCEDURES:

Determine if Credit Union staff has received any requests from RDFIs for copies of authorization forms.  If so, retain copies of written requests and authorizations provided.
___________________________________________________________________________________________________________________________________________________________________________________________________

Verify that authorizations have been provided within ten days of RDFI request, and that no fee has been charged.
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(I) Verify that, when agreed to by the ODFI, Permissible Return Entries are accepted in accordance with Article Eight, section 8.3 (ODFI Agrees to Accept CCD or CTX Return).                                                                                   

SUGGESTED AUDIT PROCEDURES:

Review origination records to determine if any entries are initiated that might result in a request for its’ return as a Permissible Return Entry.  Only those entries with Standard Entry Class codes of CCD or CTX would be eligible for such returns.

___________________________________________________________________________________________________________________________________________________________________________________________________

Review procedures and any records showing the receipt of a permissible return entry (return reason code R31 only).  Review outgoing return entry reports to ensure that these returns are being accepted and not dishonored.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(J) Verify that the ODFI has provided the Originator with the proper notice to ensure compliance with UCC Article 4A with respect to ACH transactions.

SUGGESTED AUDIT PROCEDURES:

Review origination records to determine if any entries subject to UCC 4A (those with Standard Entry Class codes of CCD or CTX) are being initiated.

___________________________________________________________________________________________________________________________________________________________________________________________________

Review agreements with originators of CCD or CTX entries to verify if the agreements identify entries subject to UCC 4A, contain the required UCC 4A disclosures, and detail any special security or operational requirements for these entries.  Retain documentation.

___________________________________________________________________________________________________________________________________________________________________________________________________

Question staff about procedures for verifying the authenticity and accuracy of payment instructions received from Originators of CCD or CTX entries.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(K) Verify that the ODFI has utilized a commercially reasonable method to establish the identity of each Originator or Third-Party Sender that uses an Unsecured Electronic Network to enter into a contractual relationship with an ODFI for the origination of ACH transactions.  When an ODFI has a relationship with a Third-Party Sender rather than with an Originator directly, verify that the Third-Party Sender has utilized methods to establish the identity of the Originator.                                                                                 

SUGGESTED AUDIT PROCEDURES:

Question staff to determine if any origination agreements with Originators or Third-Party Senders are made or established via an Unsecured Electronic Network – such as communication solely via the Internet.

___________________________________________________________________________________________________________________________________________________________________________________________________

If any such agreements do exist, collect and retain documentation showing the methods of verifying the identity of such Originators or Third-Party Senders, and the details of the agreement.

___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(L) Verify that reversing entries and reversing files are originated in accordance with the requirements of these rules.                                                                                  

SUGGESTED AUDIT PROCEDURES:

Question staff and review origination reports to determine if any reversing entries or files have been originated.

___________________________________________________________________________________________________________________________________________________________________________________________________

If any such entries exist, collect and retain documentation showing the details of the reversing entries or files.  Reversals must be initiated within five banking days after settlement of the duplicate or erroneous entries.
___________________________________________________________________________________________________________________________________________________________________________________________________

If applicable, a reversing file to correct an erroneous file or batch must be accompanied by a file which contains correct information (a correcting file).  Retain documentation and verify valid correcting files or entries.
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(M) For BOC entries, verify that the ODFI has (1) employed commercially reasonable procedures to verify the identity of each Originator or Third-Party Sender transmitting such entries, and (2) established procedures to document specific information with respect to each Originator, as required by these rules, and that, upon request, such information is provided to the RDFI within the required time frame.                                                                                  

SUGGESTED AUDIT PROCEDURES:

Question staff and review origination reports to determine if any BOC entries have been originated.

___________________________________________________________________________________________________________________________________________________________________________________________________

If any such entries exist, collect and retain documentation showing the verification of identity for each Originator or Third-Party Sender, and the information about them as required by the Rules.

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:

___________________________________________________________________________________________________________________________________________________________________________________________________

Requirements Related to Originating ACH Entries

(N)  Verify that the ODFI has reported information on each Originator or Third-Party Sender, as requested by the National Association (NACHA).

Question staff about return entry rates of unauthorized entries from any Originator or Third-Party Sender.  Return rates in excess of one percent are considered excessive, and should be documented for future corrective action.

___________________________________________________________________________________________________________________________________________________________________________________________________ 

Determine if the Credit Union has received any requests from NACHA for information about any Originator or Third-Party Sender with excessive unauthorized return entries.  Verify that the Credit Union has provided NACHA with the requested information within ten banking days of the request.  Retain documentation of NACHA’s request and the Credit Union’s response.
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:
___________________________________________________________________________________________________________________________________________________________________________________________________
Requirements Related to Originating ACH Entries

(O) Verify that the ODFI has kept Originators and Third-Party Senders informed of their obligations under these rules.
Question staff about ongoing ACH educational efforts for institutional or business member Originators, or Third-Party Senders.  These efforts could include informational meetings, system documentation, and publications such as the NACHA Rules.
___________________________________________________________________________________________________________________________________________________________________________________________________ 

Review records for any Credit Union audits of Originator or Third-Party Sender forms and procedures regarding authorizations, return and NOC entry handling, record retention, and software/system user security settings.  Retain Originator audit reports, and related plans for corrective action on items noted in the audit.
___________________________________________________________________________________________________________________________________________________________________________________________________

COMMENTS, RECOMMENDATIONS, AND EXCEPTIONS:
___________________________________________________________________________________________________________________________________________________________________________________________________
*********************************************************************************************
Any questions or comments about the audit worksheets should be directed to: 
      Ed Beck, AAP – Training & Education Specialist



     SunCorp Corporate Credit Union  

                           11080 Circle Point Road, Suite 500, Westminster, CO  80020

                          Telephone: 720.540.4648       Email: ebeck@suncorp.coop
Suggestions for revisions to the worksheets, or requests for training on the completion of the ACH Compliance Audit are always welcome.
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