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Appendix Eight of the NACHA Operating Rules provides the requirements for an audit of compliance with these rules.  The intent of these provisions is to provide each Participating DFI with the minimum specifications for a review of its compliance with the basic ACH rules.  Further, the intent is, through the use of the audit mechanism, to obtain compliance with those requirements of these rules that have a direct impact on the quality of ACH services and the satisfaction of both Participating DFIs and their customers.  It is not the intent of these requirements to audit for compliance with every provision of these rules.  

This audit was conducted by a review of the various agreements, forms, reports, policies, and procedures available, a test of a small sample of recent ACH transactions for compliance, and through interviews with the credit union staff involved in ACH operations.  This audit did not include a detailed examination of all transactions and cannot be relied on to disclose errors, irregularities, or illegal acts that may exist.  Copies of the documentation and audit work papers used are available.

The following requirements relate solely to compliance with ACH rules and, thus, do not cover routine audit considerations of financial institution policies and procedures that most institutions will also want to review.

Audit Requirements for All Participating DFIs

All Participating DFIs and their third-party service providers shall conduct the following audit of ACH operations.  These audit specifications apply generally to all Participating DFIs, regardless of a Participating DFI’s status as an Originating Depository Financial Institution (ODFI) or a Receiving Depository Financial Institution (RDFI).   

(A) Verify that records of entries, including return and adjustment entries, transmitted from or to an ACH Operator are retained for six years from the date the entry was transmitted.  Verify that a printout or reproduction of the information relating to the entry can be provided to the Participating DFI’s customer or any other Participating DFI or ACH Operator that originated, transmitted, or received the entry.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(B)  When electronic records are used, verify that such records (1) accurately reflect the information contained within the record, and (2) are capable of being accurately reproduced for later reference, whether by transmission, printing, or otherwise.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(C)  Verify that the Participating DFI completed an audit of its compliance with the rules in accordance with the rules for the previous year.  Verify that the Participating DFI has addressed all issues raised during the previous audit.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(D)
Verify that required encryption is used for banking information transmitted via an Unsecured Electronic Network.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(E)
Verify that the Participating DFI has reported and paid to the National Association (NACHA) all annual fees and per-entry fees for each commercial, inter-bank or Federal Government Entry that is transmitted or received by the Participating DFI, including those entries that are not processed through an ACH Operator but are exchanged with another non-affiliated Participating DFI (i.e., direct send entries).

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

Audit Requirements for Receiving Depository Financial Institutions

In addition to the audit procedures for all Participating DFIs, all RDFIs shall conduct an audit of the following relating to the receipt of ACH entries:   

(A) Verification that prenotifications received are for valid accounts, and that when a prenotification is not processable or is erroneous, the prenotification is rejected on a timely basis through the use of Return entry procedures or that changes are requested through the Notification of Change procedure.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(B)
Verify that, if the RDFI chooses to initiate Notifications of Change, such entries are transmitted within two banking days of the settlement date of the entry to which the NOC relates, with the exception of the NOCs due to merger, acquisition, or other similar events.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(C)  Verify that, subject to the RDFI’s right of return, all types of ACH entries and prenotifications are accepted.  Verify that the RDFI handles XCK entries and entries to non-transaction accounts appropriately.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(D) Verify that funds from ACH credit entries are made available to the Receiver for withdrawal on settlement date.  In the case of PPD credit entries made available to the RDFI by 5 PM local time on the banking day prior to the settlement date, ensure that funds are made available to the Receiver for withdrawal no later than the opening of business on the settlement date.  Verify that debit entries are not posted prior to the settlement date.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(E) Verify that the RDFI sends or makes available as part of the account statement the minimum descriptive information concerning each credit or debit entry consistent with the requirements of Appendix Four (Minimum Description Standards) including the contents of the Check Serial Number (for ARC, BOC, POP, and RCK entries), and Terminal City and State (for POP and POS entries) fields when applicable.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(F) For all entries except RCK, verify that returned entries are made available to the ODFI no later than the opening of business on the second banking day following the settlement date of the original entry.  Verify that dishonored, contested dishonored, and corrected returns are initiated in a timely manner.  Verify that the RDFI utilizes Return Reason codes that accurately describe the reason for the return.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(G)  Verify that the return of an RCK entry is transmitted to the RDFI’s ACH Operator by midnight of the second banking day following the banking day of receipt of the presentment notice.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(H)  Verify that a return for any credit entry returned to the RDFI by the Receiver is transmitted to the RDFI’s ACH Operator by midnight of the banking day following the banking day of RDFI’s receipt of the entry from the Receiver.  Also verify that the RDFI returns all credit entries that are not credited or otherwise made available to its Receivers’ accounts by midnight of the banking day following settlement date.  

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(I)  Verify that, when the RDFI has agreed to do so, it has returned or adjusted an entry in response to an ODFI’s request for return or adjustment of an erroneous entry initiated by the ODFI.   

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(J) Verify that the RDFI has acted on stop payment orders placed with the RDFI in a timely manner. Verify that Return Reason Code R08 stop payment returns are made available to the ODFI no later than the second banking day following the settlement date of the original entry, and Return Reason Codes R38 and R52 are made available to the ODFI no later than the sixtieth calendar day following the settlement date of the original entry.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(K)
Verify that written statements under penalty of perjury are obtained from consumers for all returns bearing Return Reason Codes R05, R07, R10, R37, R51, and R53, and that each adjustment entry is received by the RDFI’s ACH Operator by its deposit deadline for the adjustment entry to be made available to the ODFI no later than the opening of business on the banking day following the 60th calendar day following the settlement date of the original entry.  Verify that copies of written statements under penalty of perjury are provided to the ODFI within the required time frame, when such copies are requested, in writing, by the ODFI.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(L)
Verify that the RDFI has provided the Receiver with proper notice to ensure compliance with UCC Article 4A with respect to ACH transactions.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(M)
Verify that, when requested to do so by the Receiver, the RDFI provides all payment-related information transmitted with CCD, CIE, CTX and IAT entries to the Receiver by the opening of business on the second banking day following the settlement date of the entry.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

Audit Requirements for Originating Depository Financial Institutions

In addition to the audit procedures for all Participating DFIs, all ODFIs shall conduct an audit of the following relating to the receipt of ACH entries:   

(A) Verify that agreements have been made with all Originators (corporate or business members) or Third-Party Senders that bind the customer or Third-Party Sender to the ACH rules, and that, within such agreements, the Originator or Third-Party Sender acknowledges that entries may not be initiated that violate the laws of the United States. With respect to IAT entries, verify that agreements contain all necessary provisions.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(B) Verification that (if applicable) agreement has been executed with Sending Point originating ACH transactions on the financial institution’s behalf.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:

(C,D,E) Review internal procedures to determine that exposure limits are established for each corporate Originator or Third-Party Sender, that these procedures provide for the exposure limits to be reviewed periodically, and for entries initiated by these Originators or Third-Party Senders to be monitored relative to the exposure limits across multiple settlement dates.  Also review special procedures to establish identity, establish exposure limits, and monitor exposure limits for any Originator or Third-Party Sender of WEB or IAT entries.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(F) Verify that the ODFI accepts returned entries sent by the RDFI within the established time limits, and informs the Originator of the returned entries in a timely manner.  Verify that dishonored return entries are sent within five banking days after the settlement date of the return entry, and that contested dishonored return entries are accepted as required.  Verify that the ODFI is using appropriate return reason codes.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(G) Verify that information relating to NOCs and Corrected NOCs is provided to each Originator or Third-Party Sender within two banking days of the settlement date of the NOC or corrected NOC. Verify that refused NOCs are sent within fifteen (15) days of receipt of an NOC or corrected NOC.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(H) With the exception of IAT or CCD entries, CTX credit entries, and XCK debit entries, verify that the ODFI responds to an RDFI’s request for a copy of an authorization within ten banking days at no charge.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(I) Verify that, when agreed to by the ODFI, Permissible Return Entries are accepted in accordance with Article Eight, section 8.3 (ODFI Agrees to Accept CCD or CTX Return).                                                                                   

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(J) Verify that the ODFI has provided the Originator with the proper notice to ensure compliance with UCC Article 4A with respect to ACH transactions.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(K) Verify that the ODFI has utilized a commercially reasonable method to establish the identity of each Originator or Third-Party Sender that uses an Unsecured Electronic Network to enter into a contractual relationship with an ODFI for the origination of ACH transactions.  When an ODFI has a relationship with a Third-Party Sender rather than with an Originator directly, verify that the Third-Party Sender has utilized methods to establish the identity of the Originator.                                                                                 

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(L) Verify that reversing entries and reversing files are originated in accordance with the requirements of these rules.                                                                                  

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(M) For BOC entries, verify that the ODFI has (1) employed commercially reasonable procedures to verify the identity of each Originator or Third-Party Sender transmitting such entries, and (2) established procedures to document specific information with respect to each Originator, as required by these rules, and that, upon request, such information is provided to the RDFI within the required time frame.                                                                                  

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(N)  Verify that the ODFI has reported information on each Originator or Third-Party Sender, as requested by the National Association (NACHA).

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
(O) Verify that the ODFI has kept Originators and Third-Party Senders informed of their obligations under these rules.

Items Reviewed:

Status of Audit Requirement:

Exceptions Found:

Follow-Up or Corrective Action:
Summary of Exceptions and Recommendations for Corrective Action:
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